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Introduction  

Error injection and the reporting of errors on the bus is one of the more 

confusing (and often misunderstood) aspects of the 1553 bus.  The 

purpose of this document is to explain how we do error injection with  

BusTools/1553 and to explain why the bus monitor reports what it does 

for various error conditions.  

The examples shown in this document were done with BusTools/1553 

version 6.40 on a PCCARD-D1553 board.  A Tektronix TDS1012 

oscilloscope was used to view the messages and words on the bus.  

Application Note 003 explains how to use an oscilloscope with the 1553 

bus.  

This Application Note assumes a basic knowledge of 1553.  For 

information on the MIL-STD-1553 protocol refer to the “MIL-STD-1553 

Tutorial” document available from Condor Engineering Inc.  Additional 

information can also be found in MIL-HDBK-1553A.  
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Error Injection from the Bus Controller  

The Bus Controller can inject errors on COMMAND words and (for 

receive messages) on DATA words.    

We will setup a very simple configuration to use for our examples.  Here 

we setup the BC to send a single message (RT1 RECEIVE SA1 WC2).  

We set the data words to random values.  

  

Errors on COMMAND Words  
The Bus Controller can inject errors on COMMAND words.  However, 

when there is an error on the command word the Bus Monitor will 

not see the message at all.  This is because without a valid command 

word there is no message – the bad command word and any data words 

are ignored as noise or other spurious data on the bus.  In cases like this 

you will need to use an oscilloscope to see the signal on the bus.  Even 

though the Bus Monitor reports nothing, the error injection does work 

and the bad command does go out on the bus (but the decoder ignores it 

because there is no valid command to start message processing).  

Word Count Errors  
Word count errors cause the BC to send a number of words different from 

the word count specified in the command word.  
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Too Few Words  

Here we setup an error where we send only one word rather than the 

expected two words.  

  

The BM reports the following:  

  

 

Too Many Words  

Here we setup an error with three words rather than the expected two 

words.  

  

The BM reports the following:  
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Bit Count Errors  
A normal word consists of 16 bits.  A bit count error causes the board to 

send a specified word with an incorrect number of bits.  Bit count errors 

can be injected on COMMAND or DATA words.  

Here we setup a bit count error on the first data word.  In this case we will 

have 17 bits rather than the expected 16 bits.  

  
The valid values for the bit count error are 14, 15, 17, 18, or 19 (14-19, 

not including 16).  We will show the results of using bit counts 15, 17, 

and 19.  

Below is what the BM reported when we had one bit too few (15):  

  

The BM reports invalid word, mid-bit zero crossing error, no response, 

and message error.  In this case we have one bit too few, so the sync 

pattern of the following word is seen where the parity bit should be – this 

means that there is no zero crossing at the mid-bit point of the parity bit, 

so we get a mid-bit zero crossing error.  
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Below is what the BM reported when we had one extra bit (17):  

  

The BM reports the following errors – invalid word, parity error, no 

response, and message error.  In this case we have injected one extra bit 

in the word – this pushes out the parity bit and so a parity error is seen.  

Below is what the BM reported when we had three extra bits (19):  

  

If we inject three extra bits (19), this makes the word long enough that the 

sync is lost for the next word, so a low word count error is reported (<W).  

This demonstrates how one error can be reported in multiple ways (parity 

error, zero crossing error, word count error, etc.), AND ALL OF THESE 

ARE CORRECT – the only way to completely understand what 

happened on the bus is to look at it with an oscilloscope.  We show below 

what was seen on the oscilloscope for each of these cases (looking at the 

first data word):  

Normal condition – no error:  
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Too few bits (15):  

  
Too many bits (17):  
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Too many bits (19):  

  

Inverted Sync Errors  
Here we setup an inverted sync error on the first data word.  



BusTools/1553 Error Injection and Detection, AN008  9  

  

This is what the BM reports:  

  

At first this may seem like nonsense.  However, in this case the first data 

word has an inverted sync, which means it now has a COMMAND sync.  

Therefore the first data word looks like a command word contiguous with 

the original command word, which looks just like an RT-RT message!  

Therefore this is correct.  

Here is what we see on the oscilloscope for the first data word – note the 

COMMAND sync pattern:  

  

Parity Errors  
When we inject a PARITY ERROR, this just inverts the parity bit on the 

selected word.  Here we inject a parity error on the first data word.  
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This is what the BM reports:  

  

Mid-Sync Zero Crossing Errors  
In this case we cause the zero crossing in the middle of the sync pattern to 

be late on data word 1.  

  

This is what the BM reports:  

  

 Because the first data word has a bad sync pattern, it is not recognized as 

a valid data word, so the bus monitor reports “<W” indicating too few 

words in the message.  
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Let’s look at it with the oscilloscope.  First, here is the sync pattern of the 

first data word with no error:  

  

  

Here it is with the mid-sync zero crossing error:  

  

Mid-Bit Zero Crossing Errors  
In this case, we create a zero crossing error on a bit in the word (rather 

than on the sync pattern).  Here we inject a mid-bit zero crossing error on 

bit 5 of data word 1.  
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This is what the BM reports:  

  

Here is what we see on the oscilloscope:  

  

Bi-Phase Encoding Errors  
A bi-phase encoding error means that a zero crossing was missed entirely.  

Here we setup a bi-phase error on bit 5 of data word 1.  
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This is what the BM reports:  

  

Here is what we see on the oscilloscope:  
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Error Injection from the Remote 

Terminal  

Errors can be injected on STATUS words and (for transmit messages) on 

DATA words by the Remote Terminal.  

For our examples, we will setup a topology with a BC and one RT (RT1).  

The BC will send the same message (RT1 RECEIVE SA1 WC2), with no 

error injection on the BC side.  

We will demonstrate injecting PARITY errors from the RT for both 

RECEIVE and TRANSMIT messages.  The other error types that can be 

injected from the RT are basically the same as for the BC.  

  

Receive Message Errors  
RT error injection on RECEIVE messages can only affect the STATUS 

word, since this is the only word that the RT sends in a receive message.  

Here we will inject a PARITY error on the receive status word.  
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This is what the BM reports:  

  

The Bus Monitor sees the parity error on the status word and also marks it 

as an invalid word.  

Transmit Message Errors  
RT error injection on TRANSMIT messages can affect STATUS or 

DATA words.  We will now modify the BC message to send a RT-BC 

message.  We also setup a PARITY error on the transmit status word.  
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Here is what the BM reports:  

  

The Bus Monitor sees the parity error on the status word and also marks it 

as an invalid word.  
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